User's guide

Ethernet module
Adash 3600-NET

Application:
Connection 3600 system to the Ethernet network

Characteristics:
converter RS232/Ethernet
up to 115200Bd speed
100Mb on Ethernet side
Control lights
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Fig. Terminal connection

Description of module terminal connectors

POWER supply voltage (terminal connectors with the same name are interconnected inside):
VCC +5 V / max. 200 mA,

GND oV.

RS-232 communication connection for the Adash 3600-COM module
TXD connect to RXD on 3600-COM

RXD connect to TXD on 3600-COM

RTS connect to CTS on 3600-COM

CTS connect to RTS on 3600-COM

DTR not connected

DSR not connected

RESET push button for reseting of module

RJ45 Connector for 10/100 BASE-T ethernet

For more information see A3600 system manual.
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Adash 3600-NET

Connection to Adash 3600-COM module
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Fig: Schematic of connection modules
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Driver instalation on PC for 3600-NET module

1. Get Setup.exe from CD in MOXA directory or from web
(http://www.moxa.com/drivers/NE/4100/Utility/v2.7/setup.zip)

2. Run Setup.exe and install MOXA Network Enabler Administrator.

5! detup - N 3 it 0] x|

Welcome to the Network Enabler
Administrator Setup Wizard

Thiz will ingtall Metwork, Enaber Administrator 2.0 an pour
computer.

It iz recommended that pou cloze all other applications before
comtinLing.

Click Mest to continue, or Cancel to exit Setup.

Cancel |

3. Start the configuration and configure module to emulate serial port. (see moxa manual)
4. Run 3600-Setup on selected (emulated) serial port.
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Configuring Windows Administrator

In addition to using Web Console, Serial Consatel, &elnet Console to configure NE-4100,
another useful configuration tool that can be usddetwork Enabler Administrator. In this
chapter, we will discuss how to use Network EnaBlgministrator to configure your NE-4100.

This chapter includes the following sections:

1 Overview
1 Installing Network Enabler Administrator
1 Starting the Configuration
" Broadcast Search
" Unlock Password Protection
" Configuring NE-4100
" Upgrading the Firmware
" Export/Import
 Monitor
1 Port Monitor
1 COM Mapping
" On-line COM Mapping
" Off-line COM Mapping
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Overview

We understand the importance of software as thedation of your application, and with this in
mind, we designed NE-4100 Series Network EnablenifAtstrator to let you easily install and
configure your NE-4100 Series products over thevagt. NE-4100 Series Network Enabler
Administrator provides five function groups thasedhe installation process, allows off-line
COM mapping, and provides monitoring and IP loagaserver functions.

NE-4100 Series Network Enabler Administrator idrdegrated software suite that bundles

NE-4100 Series Administrator and the IP Serial &ifgr and provides everything you need to
remotely manage, monitor, and modify your NE-410@ssdte free.

Installing Network Enabler Administrator

1. Once the Setup program starts running, click o =]
Yes to p roceed . @ This will install Network Enabler Admindsteator. Do you wish 1o continue?
g | No |
2. Click onNext when theWelcome =121
WmeW.Opens to proceed with the Welcome to the Network Enabler
installation. Administrator Setup Wizard
Thiz will install Metwork. Enaber Administrator 2.0 on pour
compuber.
Itiz r_ec:ommended that you cloze all ather applications before
continuing.
Click Mext to continue, or Cancel to exit 5 etup
3. C | |Ck onNext wh en théel ect 115! Setup - Network Ensbler Administrator
Additional Tasks window opens to Select Additional Tasks

Which additional tazks should be performed?

proceed with the installation.

Select the additional tazks you would like Setup to perform while installing Metwork,
Enabler &dministratar, then click Mext.

Additional icons:

< Back I Mext > I Cancel
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4. Click onlnstall to install program files FEEEREEE
in the default directory. Ready to Install

Setup is now ready ta begin installing Metwork Enabler Administrator on your
computer.

Click Inztall ta continue with the installation, or click Back if you want to review or
change any settings.

[Additional tasks: =]
Create a desklop icon

o o

< Back

Cancel |

5. Thelnstalling window reports the
progress of the installation. Installing

Fleaze wait while Setup install: Metwork Enabler sdministrator on your computer.

Extracting files...
C:\Program FilesMetwork Enabler &dministratorsMEADMIN.exe

|

Cancel

6. Click onFinish to complete the : ' =101
installation of NE-4100 Series
Network Enabler Administrator

Suite.

Completing the Metwork Enabler
Administrator Setup Wizard

Setup has finished installing Metwork Enabler ddministrator on
your computer. The application may be launched by selecting
the installed icons.

Click Finizh to exit Setup

I¥ L aunch Network Enabler Admmistatos




NE-4100 Series User's Manual

Web Console Configuration

Starting the Configuration

The Network Enabler Administrator-Configuration @aw is divided into four parts.

#  The top part is the function list and online helpaa (Windows NT does not support
this .chm file format.)

The left part lists the five Administrator functigmoups.

#  The right part gives the list of NE-4100s that can be selectewtess user requirements.

#  The bottom part is the Log area, which shows useigsages that record the user’s
processing history.

M Network Enablar Ad ministrator-Confignration

| Eile Function Configuation ‘iew Help

=10l x|

|22 2R

Function

Configuration - 0 Network Enabler Module(s)

=[] Metwork E riabler Admil

Noe ' | Model

| MAC Address | IP Address | Status

€} Configuration
B Mornitor

(B Pt Moniar

i, COM Mapping
- |P Address Fepart

| —|

Message Log - 0 | Moritor Log- 0|

Mo | Time

| Desciiption

Broadcast Search

TheBroadcast Searchfunction is used to locate all NE-4100 Series mesltihat are connected
to the same LAN as your computer. Since the Bragtd8earch function searches by MAC
address and not IP address, all NE-4100 Series moduieeated to the LAN will be located,
regardless of whether or not they are part of the same subnet as the host.

1. Click on theNetwork Enabler Administrator icon or click onStart% Programs¥ Network
Enabler Administrator % Network Enabler Administrator to start the Network Enabler
Administrator program.
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2. Click onConfiguration from the menu bar, and then selBobadcast Searchfrom the
drop-down menu.

J File  Function Qonfigurationl\ﬂ'\ew Help

J &2 8 =0 [£ Broadesst Search

Functii & Specify by [F Address Configuration - 0 Network Enabler Module(s)

B {@ Network E 26 Locate del | MAC Address | 1P Address | Status |

Confic =0 [nlock
td oty .
EE| Foit b @ Configure

IP Adi

»

= Export Configration
= ILmport Configuration

Asrign [P Address

KT —

bessage Log -0 | monitor Log - 0|

MNa | Tirne: | Deseription I

3. A Searchingwindow will open, showing that the program is sbarg for NE-4100s
connected to this network.

x|
Searching far Metwark Enabler...  Stan
Found 1 Network Enabler[z). remain timeout = 2 zec
Mo | Modsl | MAC Address | 1P Address |
1 NE-4100T 00:90:E 8:00:00: 01 1921683140
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4. After the search is finished, all NE-4100s thatevieund will be shown in the right panel of
the Configuration window. If you locate more than one module cone@¢d this network,
refer to the MAC address on the module(s) to ddatexrwhich modules are the ones you wish
to configure.

*, Network Ensbler Administs N [=]
J File Function Corfiguration Yiew Help
|22z 2&n
Function Configuration - 1 Network Enabler Module(s)
E|" Metwork Enabler Admil | Mo/ | tdodel | MAC Address | IP &ddress | Status |
- Configuration 1 WE-4100T OOE0ES00000 1921683140
Fanitor
Part Maonitar
m COM Mapping
g IP Address Feport
|E— [
MessageLog -2 | Moritor Log -0 |
Mo | Time | Deescription |
1 200340429 04:43:...  Found Metwork Enabler Module(s]): 1
2 200340429 04:44:..  Found Metwork Enabler Module(s]: 1

ATTENTION

locate the NE-4100.

A

Before modifying an NE-4100's configuration, iBmadcast Searchor Specify by IP Addressto

Unlock Password Protection

If the NE-4100 is password protected, then you moll be able to use the right click or double

click method to open the configuration page. Befae can make any modifications to the
NE-4100 configuration, you need to unlock the NB@.1

0 Target is password protected, Please [Unlock] First,

QK
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1. Select the NE-4100 Series module that you woule iikunlock. Right click the mouse and
then selectnlock from the drop down list.

S Network Ensbler idm atinn -10] =]
J File Function Configuration  View Help
|l2a=t €40
Function Configuration - 1 Network Enabler Module(s)
EI-- Metwork Enabler Admil | Mo/ todel MAC Address IP Address Status

€ Configuration FIE 41 00T 0 80 £ 2. D0-00.01 i
Manitar #  Broadoast Search
Pt Maoritar .

Specify by IP Add.
COM Mapping 2 Specity by e
Lt IP Address Report 5 Locate

B Confignre
E Upgrade Firmware

2 Ewport Confignration

= Import Confignration
Assign TP Address

| — [0

Message Loa -4 | Monitor Log - 0

2. After inputting the correct password, the followwadow will open.

Information |

@ Unlock ok,
Ok

The meanings of the six states are as follows (thatethe term Fixed is borrowed from the
standard fixed IP address networking terminology):

Lock
The NE-4100 is password protected, “Broadcast Search” was used to locate it, and the password
has not yet been entered from within the curremhifistrator session.

Unlock

The NE-4100 is password protected, “Broadcast Search” was used to locate it, and the password
has been entered from within the current Administraession. Henceforth during this

Administrator session, activating various utilitfes this NE-4100 will not require re-entering the
password.

Blank
The NE-4100 is not password protected, and “Brostd8aarch” was used to locate it.

Fixed
The NE-4100 is not password protected, and “SeaydP address” was used to locate it.

Lock Fixed
The NE-4100 is password protected, “Specify byd&rass” was used to locate it, and the
password has not yet been entered from within dineent Administrator session.

Unlock Fixed

The NE-4100 is password protected, “Specify IP A&ddf was used to locate it, and the password
has been entered from within the current Administraession. Henceforth during this
Administrator session, activating various utilitfes this NE-4100 will not require re-entering the
password.
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Configuring NE-4100

1. Select the NE-4100 module you wish to configurigkdhe right mouse button, and then
selectConfigure from the drop down list.

3] o i ] 9
J File Function Configuration iew Help
|leaz €&n
Function | Configuration - 1 Network Enabler Module{s)
2|34 Metwork Enabler Admil | Na # Model MAC Address IP Address Status
@ Corfiouration | I 2 N oo e e
tanitar ‘_Q; Broadcast Search
Eg’:ﬂ”ﬁ;ﬁ;’ng 2% Specify by IF Addmss
e IP Address Report FE Locate
=0 Unlack
£ Upgrsde Firmware
2 Export Confignration
¥ Import Configuration
Assign IP Address
i E— [
Message Log - 4 | Manitor Log - 0|
| Mo | Time | Description |

2. The next window to open shows that Configuratq@racessing the configuration of that
NE-4100 Series module.

x|
Flease wait ...
10414, 71%
x Cancel
3. After the processing is done, the Configurator windvill open.
[ Homn il
Information ing | IP Address Report | Paszaword I Digital 10
M;ga{lﬂ T M etwork. I Serial I Operating Mode I Accessible |Pg
MAC Address L] Modity
00:30:E8:09:5C:D6 Device e NE4100T_18 |
Serial Mumber )
19 [ Modify
Etable Web Cansole
Firrware Wer.
Ver1.6 Enable Telnet Canzale
s
Time Zone [GMT] Greenwich Mean Time: Dublin, Edinbur -
LocalDate [20007 14 1 =]
Local Time [ £ 12:00:16 =
Time Genver | |
Click the "Modify"' check box to madify configuration o DK | 3 Cancel |

The Configurator window has nine tab8asic, Network, Serial, Operating Mode, Accessible

IPs, Auto Warning, IP Address Report, Password andDigital 10 —that allow the user to view

and modify basic parameters related to the NE-&f@dation. Refer to Chapter 6 for each
parameter’s function definition. To modify the cignfration, you must first click in thiglodify
box to activate the parameter setting box.
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You can simultaneously modify the configurationswafitiple NE-4100s that are of the same model.

To select multiple NE-4100s, hold down the Ctrl kayen selecting additional NE-4100s, or hold
down the Shift key to select a group of NE-4100s.

Upgrading the Firmware

1. Input the password to Unlock the NE-4100, and ttigimt click on a specific module and
select the Upgrade Firmware function to start ugigiathe firmware.

al 1

Function Configuration Yiew Help
=R
Function Configuration - 1 Network Enabler Module({s)

E-@ Metwork Enabler Admil | Mo 4 todel MAC Address IP Address Status
- Configuration | it L e ™|

2 Broadoast Search
) Specify by [P Addres

COM Mapping
: IP Address Repart "3, Locate

=0 Unlock
@ Configure

2 Export Confignration

= Import Confignration
Lssign IF Address

jEi— D

Message Log - 1 | Moritor Log - 0 I

| Mo | Time | Description |

2. Select the correct ROM file to be downloaded toNIe4100. Visit Moxa’s website at
www.moxa.confor the latest firmware release.

Select File

File: M ame: |CAME-41004EE41 00 ram |

Browse

& OK | K Cancel |

3. Wait patiently while the Upgrade Firmware actioténg processed.

Piocessing, please wai... o Cancel
Mo | Model | MAC Address | 1P Address | Statue |
1 ME-4100T 00:90:E8:00:00:01 1921668.3.140 ' aiting

You can simultaneously upgrade the firmware of ipldtNE-4100s that are of the same model.

To select multiple NE-4100s, hold down the Ctrl kdyen selecting an additional NE-4100, or hold
down the Shift key to select a block of NE-4100s.
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Export/Import

1. Right click on a specific NE-4100 and select th@&x function to start exporting the
configuration file. The Export Configuration funati is a handy tool that can be used to

produce a text file

containing the current confagion of a particular NE-4100.

" . Enal it
J File Function Configuration View Help
|22zt €&n
Function | Configuration - 1 Network Enabler Module(s)
Metwork Enabler &dmit | No / Model MAC Address IP &ddress Status
¥ Corfiguration HE-4100T
Manitar ﬁ Broadeast Search
E;’:ﬂ”&;ﬁ;;ﬂg % Specify by [P Address
IP Address Report 75 Locate
=0 Unlock
B Contigure
£ Upgmade Firmware
= Lmport Configuration
Assign P Address
—
Message Log-1 | Wanior Log -0 ]
I Mo | Time | Deseription |

2. The Import Configuration function is used to impantNE-4100 configuration from a file
into one or more of the same model of NE-4100.mpdrt a configuration, first select the
target modules, click on the right mouse, and séteport Configuration from the drop

down menu.

i

J File Function Configuration “iew Help
|£at eon
Function | Configuration - 1 Network Enabler Module{s}
E--@ Metwark Enabler Admit | Wo / odel MAL Address IP &ddress Status
@ Corfigustion W Fa0T ; S
| Monitor 22 Broadeast Search
) Port Maritor Snenify by [P Addmess
COM apping & fpeityby
g IP Address Repart i Locate
=0 Unlock
B Configure
5 Upgrede Fimware
2 Export Configurstion
x Import Configuration
herizn IF Address
| —
Message Log-1 I Maritor Log - Dl
I Mo | Time | Description |

You can simultaneously import the same configuretile into multiple NE-4100s that are of the
same model.

To select multiple NE-4100s, hold down the Ctrl kdyen selecting an additional NE-4100, or hold
down the Shift key to select a block of NE-4100s.
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Monitor

Two methods can be used to activate the Monitoctfan.
1. First useBroadcast Searchunder the Configuration Function group, and thak on
Monitor % Add Target % SelectFrom List.

2. First click onMonitor , and therAdd Target % Rescan

To use the Monitor function, follow the steps désed below.

1. SelectBroadcastunder the Configuration function group.

2. Click onMonitor .
% Network Enabler Adim r-hondtor ;lﬂlll

J File Function konitor Yiew Help

|@® 6| &
Function | Monitor - Stopped - 0 Network Enabler Module(s)

=[5 Metwork Enableradmit [ Mo+ [ Model [ MaC Address [ 1P Address | sive |
Configuration

g Port Monitar
b m COM Mapping
i IP Address Report
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3. SelectAdd Target.

4. When you select add target, you will see an NE-4iBb@hat looks the same as when using
Configuration % Broadcast Search Checkmark the NE-4100 Series modules you would
like to Monitor, and then click 0®K.

5. The NE-4100 list will appear on the Monitor Screen.
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6. Right click the panel and selesettings

7. Select Monitor items.

8. Select a Refresh Rate (the default is 3 seconds).

7-13



NE-4100 Series User's Manual Web Console Configuration

9. SelectDisplay warning messager Play the warning musicin WAV format when a new
event occurs. New event means one of the NE-410&imonitor is “Alive” or “Not
Alive,” or has lost its connection with the Monitprogram.

10. PresdGo to start Monitor.

11. In this example, the NE-4100 shown in the list Wil monitored.

12. When one of the NE-4100s loses connection withiMbaitor program, a warning will be
displayed automatically. The warning music willfdayed at the same time.
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13. If the NE-4100 gets reconnected, a warning wiltlisplayed to remind the user that the
NE-4100 is now “Alive.”

Port Monitor

The process is the same as in the previous “Mondection. The only difference is that you can
select more items under Port Monitor than undet gtatus.

Select the Monitor Items.

7-15



NE-4100 Series User's Manual Web Console Configuration

COM Mapping

Network Enabler Administrator Suite comes with Woags 95/98/ME/NT/2000/XP Real COM
drivers. After you install Network Enabler Admimator Suite, there are two ways to set up the
NE-4100's serial port as your host's remote COM por

The first way isOn-line COM Mapping. On-line COM Mapping will check to make sure the
NE-4100 is connected correctly to the network dmahtinstall the driver on the host computer.

The second way i©ff-line COM Installation , with does not require connecting the NE-4100 to
the network first. Off-line COM Mapping can decredke system integrator’s effort by solving
different field problems. With off-line installatip users can process the host software installation
and then install the NE-4100 to different fields.

Use the following procedure to map COM ports:
1. On-line COM Mapping:

Connect NE-4100 to the netwovk Set NE-4100 to the proper IP addrésdMap COMs to
your host% Apply Change.

2. Off-line COM Mapping:

Map COMs to your hot Apply Changéb Connect NE-4100 to the netwad¥k Configure
NE-4100'’s IP address.

On-line COM Mapping

1. Broadcast Search for
NE-4100s on the network.

2. Select the COM Mapping
function group.
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3. Add the target that you
would like to map COM
ports to.

4. The NE-4100 list that
appears is based on the
Broadcast Search. Select
the NE-4100 that you
would like to map COM
ports to.

5. SelectCOM Setting to
modify COM No., default
setting, etc.

6. Select the COM No. Those “in use,”
“assigned” COM ports will also be
indicated in this window.

If you select multiple serial ports or
multiple NE-4100s, remember to check
the “Auto Enumerating” function to use
the COM No. you select as the first
COM No.

7-17



NE-4100 Series User's Manual Web Console Configuration

7. Hi-performance mode is the default for Tx mode. If the driver
completes sending data from the host to the NE-&Hjies,
the driver will respond to the program with “Tx Etpg

UnderClassical modethe driver will not notify the user’'s
program that a Tx has completed until all Tx data been sent
out from the NE-4100; this mode will case loweotinghput. If
you want to ensure that all data is sent out befather
processing, classical mode is recommended.

Enable/Disable Tx/Rx FIFO. If disabled, NE-4100lw#énd
one byte each time the Tx FIFO becomes empty, arkika
interrupt will be generated for each incoming byftkis will
cause a faster response and lower throughputulfysnt to
use XON/XOFF flow control, we recommend setting Gl©
Disable.

8. The Serial Parameter settings shown here are thalte
settings when the NE-4100 is powered on. The progran
define the serial parameter after the program offenport via
Win32API with the specific serial parameters.

9. After setting the COM Mapping, remember to sekgaply
Changeto save the information in the host system registr
The host computer will not be able to use the CQ@i pntil
after selecting Apply Change.

10. SelectDiscard Changeto tell Administrator to NOT save
the COM Mapping information to the host.

11. To save the configuration to a text file, selégport COM
Mapping. You will then be able to import this
configuration file to another host and use the s&x@M
Mapping settings in the other host.
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Off-line COM Mapping

1. Add atarget by inputting the IP address and
selecting the Model Name without physically
connecting the NE-4100 to the network.

2. Apply change.

7-19



4.

Choosing the Proper Operation Mode

In this section, we describe the various NE-4100eS@peration modes. The options include an
operation mode that uses a driver installed on ¢is¢ tomputer, and operation modes that rely on
TCP/IP socket programming concepts. After choostilegproper operating mode in this chapter,
refer to subsequent chapters for detailed conftgurgparameter definitions.

1 Overview

1 TCP Server Mode
1 TCP Client Mode
1 UDP Mode

!  Real COM Mode
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Overview

NE-4100 Series Embedded Network Enablers act sisl@gehto connect your serial devices to the
Ethernet. The built-in TCP/IP stack saves you afdime on programming networking protocols.
One simple step allows you to choose the properatipg mode, and then use your computer to
access, manage, and configure your serial device over the Internet from anywheredridh

Traditional SCADA and data collection systems matyserial ports (RS-232/422/485) to collect
data from various kinds of instruments. Since NB&t$eries Network Enablers are equipped
with the ability to convert between serial and Etiet signals, your SCADA and data collection
system will be able to access all devices conndotedstandard TCP/IP network, regardless of
whether the devices are used locally or at a resitge

Three different socket modesTCP Server, TCP Client, and UDP Server/Clieand one real
COM mode are available. The main difference betvikerTCP and UDP protocols is that TCP
guarantees delivery of data by requiring the recipto send an acknowledgement to the sender.
UDP does not require this type of verification, ringkit possible to offer speedier delivery. UDP
also allows multicasting of data to groups of Iradses.

NOTE

Pictures in this Chapter use NE-4110S as an example

TCP Server Mode

In TCP Server mode NE-4100 provides a unique
IP:Port address on a TCP/IP network. NE-4100 Series
boards wait passively to be contacted by the host
computer, allowing the host computer to establish a
connection with and get data from the serial devites
operation mode also supports up to 4 simultaneous
connections, so that multiple hosts can colleci d&am
the same serial device—at the same time.

As illustrated in the figure, data transmissiongeeds
as follows:

1. The host connects to the NE-4100 Series boards
configured for TCP Server Mode.

2. Once the connection is established, data can be
transmitted in both directions—from the host to the
NE-4100 Series boards, and from the NE-4100
Series boards to the host.
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TCP Client Mode

In TCP Client mode NE-4100 Series boards
can actively establish a TCP connection to a
pre-defined host computer when serial data

arrives.

After the data has been transferred, NE-4100
Series boards can automatically disconnect from
the host computer by using th€P alive check
time or Inactivity time settings. Refer to the
following chapters for more details.

As illustrated in the figure, data transmission
proceeds as follows:

1. The NE-4100 Series board running TCP
Client Mode actively establishes a
connection based on the conditions set in the
firmware. You can let the NE-4100 board
connect to a remote host on start up, or
connect later when data from serial device
arrives.

2. Once the connection is established, data can
be transmitted in both directions—from the
host to the NE-4100 board, and from the
NE-4100 board to the host.

UDP Mode

Compared to TCP communication, UDP is
faster and more efficient. In UDP mode,
you can multicast data from the serial
device to multiple host computers, and the
serial device can also receive data from
multiple host computers, making this mode
ideal for message display applications.
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Real COM Mode

NE-4100 Series boards come equipped with
COM drivers that work with Windows
95/98/ME/NT/2000/XP systems. The driver
establishes a transparent connection
between host and serial device by mapping
the IP:Port of the NE-4100 Series boards’
serial port to a local COM port on the host
computer.

The driver used for Real COM Mode comes with theANBO0 Series Windows Administrator
which is installed automatically on your computdren you install the NE-4100 Series
Administration Suite.

Real COM Mode allows users to continue using RS42&2485 serial communications software
that was written for pure serial communicationsligpgions. The driver intercepts data sent to the
host's COM port, packs it into a TCP/IP packet, #reh redirects it through the host’'s Ethernet
card. At the other end of the connection, the NBMeries boards accept the Ethernet frame,
unpack the TCP/IP packet, and then transparently g¢o the appropriate serial device attached
to the NE-4100 Series boards’ serial port.

Real COM Mode allows several hosts to have access cofitted same NE-4100 Series board. The
Moxa driver that comes with your NE-4100 Seriestaaa host access to attached serial devices by
checking the host's IP address.

Modify the Accessible IP Setting table when a pubifi address is required for your application.
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Initial IP Address Configuration

When setting up your NE-4100 Series module foffitisétime, the first thing you should do is
configure the IP address. This chapter introdulcesrethods that can be used to configure the
NE-4100 Series module’s IP address. For more dedibut network settings, see Mhetwork
Settingssection from Chapter &/eb Console Configuration.

This chapter includes the following sections:

Initializing NE-4100 Series Module’s IP Address

Factory Default IP Address

NE-4100 Series Administration Suitéb recommended configuration method
ARP

Telnet Console

Serial Console (19200, n, 8, 1)
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Initializing NE-4100 Series Module’s IP Address

1. Determine whether your NE-4100 Series module vedl & Static IP or Dynamic IP (either
DHCP or BOOTP application).

2. If NE-4100 Series is used in a Static IP environntepou can use NE-4100 Series
Administration Suite, ARP, Web Console, Telnet Gid@sor Serial Console to configure the
new IP address.

3. If NE-4100 Series is used in a Dynamic IP environmieyou can use NE-4100 Series
Administration suite, Web Console, Telnet ConsoteSerial Console to configure NE-4100
Series to get an IP address dynamically with DHOIRCP/BOOTP, or BOOTP.

Consult your network administrator on how to resemfixed IP address (for your NE-4100 module)
in the MAC-IP mapping table when using a DHCP SeordBOOTP Server. In most applications,
you should assign a fixed IP address to your NE34h6dule.

Factory Default IP Address
NE-4100 Series products are configured with thimfghg default private IP address:

Default IP address: 192.168.127.254

(IP addresses of the form 192.168.xxx.xxx are refeto as private IP addresses, since it is not
possible to directly access a device configureti wiprivate IP address from a public network.
For example, you would not be able to ping suckacd from an outside Internet connection.
NE-4100 Series applications that require senditig deer a public network, such as the Internet,
require setting up the server with a valid pubRcalddress, which can be leased from a local ISP.)

NE-4100 Series Administration Suite

NE-4100 Series Administration Suite consists of sarseful utilities that are used to configure
and manage your NE-4100 Series embedded module.

See Chapter 7 for details on how to install NE-4108eries Administration Suite, and how to
use this suite of useful utilities to set up IP adésses and configure your NE-4100 Series
embedded module.

ARP

You can use the ARP (Address Resolution Proto@t)roand to set up an IP address for your
NE-4100 Series module. The ARP command tells yoorputer to associate the NE-4100
module’s MAC address with the intended IP address. You must then use Telnet$dteeces
NE-4100 Series module, at which point the NE-41860€S module’s IP address will be
reconfigured.

In order to use this setup method, both your coerparnd NE-4100 Series module must be connected
to the same LAN.

You may also use a cross-over Ethernet cable toemirthe NE-4100 Series module directly to your
computer’s Ethernet card.

Your NE-4100 Series module must be configured withfactory default IP addré'ss
192.168.127.254 before executing the ARP command, as describeawbelo

Take the following steps to use ARP to configuee Ith address:
1. Obtain a valid IP address for your NE-4100 Seriesluie from your network administrator.
2. Obtain the NE-4100 Series module’s MAC address fitoerlabel on the module.

3. Execute the ‘arp -s’ command from your computerS-BIOS prompt by typing:
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arp —s 192.168.200.100 00-90-E8-xx-xx-xx

This is where 192.168.200.100 is the new IP addred900-90-E8-xx-xx-xx is the MAC address
for your NE-4100 Series. You will need to use batimbers, as described above in points 1 and
2.

4. Next, execute a special Telnet command by typing:
telnet 192.168.200.100 6000
After issuing this command,@onnect failed message will
appear, as shown here. After the NE-4100 moduleatsbits
IP address should be updated to the new addresyparcan
reconnect using Telnet, Web, or Administrator to check that
the update was successful.

Telnet Console

Depending on how your computer and network areigardd, you may find it convenient to use
network access to set up your NE-4100 module’sltRess. This can be done using the Telnet
program.

1. From the Windows desktop, click &@tart and then sele®un.

2. Typetelnet 192.168.127.254 (use the
correct IP address if different from the defauit) i
the Open text input box, and then clidRK.

3. Type2 to selecNetwork settings and then predsnter.

4. Typelto seleciP addressand then predsnter.
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5. Use theBackspacekey to erase the current IP address,
type in the new IP address, and then pEggsr.

6. Press any key to continue.

7. Typem and then presEnter to return to the main
menu.

8. Typesand then predsnter to Save/Restartthe
system.

9. Typey and then presSnter to save the new IP address
and restart the NE-4100 Series board.
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Serial Console (19200, n, 8, 1)

You may use the RS-232 console port to configuedhaddress for NE-4100 Series modules.
We suggest using MOXA PComm Terminal Emulator, Wwhicavailable free of charge as part of
the MOXA PComm Lite program suite, to carry out th&tallation procedure, although other
similar utilities may also be used. (Please gowswmoxa.com to download the installation
program for PComm Lite.)

To begin with, use the serial cable to connectNEe4100 module to your computer’s serial port.

1.

Connect the RS-232 DEBUG (P1) serial port locatethe evaluation board (NE-4100-ST,
NE-4110-ST, or NE-4120-ST) for NE-4100 module dieto your computer’'s male RS-232
serial port.

From the Windows desktop click @tart % Programs % PComm Lite % Terminal
Emulator.

When thePComm Terminal Emulator window
opens, first click on thBort Manager menu item and
selectOpen, or simply click on th@®penicon.

TheProperty window opens automatically. From the
Communication Parameterpage, select the
appropriate COM port for the connecti@©OM1 in

this example, andi9200for Baud Rate 8 for Data
Bits, Nonefor Parity, and1 for Stop Bits.

From the Property window'Serminal page, select
ANSI or VT100 for Terminal Type and then click
OK.

If you selectDumb Terminal as the terminal type,

some of the console functions—especially the
“Monitor” function—may not work properly.

Type any character to switch automatically fromadabde to console mode.

Start configuring the IP address undtworking
Settings Refer to step 4elnet Console for the rest
of the IP settings.
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Web Console Configuration

The Web Console is the most user-friendly way tafigoire your NE-4100 Series module. This
chapter introduces the Web Console function graumgkfunction definitions.

1 Opening Your Browser
! Basic Settings
Network Settings
I Serial Settings
1 Operating Settings
" TCP Server Mode
" Real COM Mode
" TCP Client Mode
" UDP Mode
i Accessible IP Settings
1 Auto Warning Settings
" E-mail and SNMP Trap
" Event Type
1 Digital 10
" DIO Monitor
1 Change Password
i Load Factory Defaults
1 Save/Restart
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Opening Your Browser

1. Open your browser with the cookie function enab{@d.enable your browser for cookies,
right click on your desktop Internet Explorer icae)ect Properties, click on the Security tab,
and then select the three Enable options as shothe ifigure below.)

2. Type 192.168.127.254 in theddressbox (use the correct IP address if different fithim
default), and then preg&nter.

If you use other web browsers, remember to enakeléunctions to “allow cookies that are stored
on your computer” or “allow per-session cookies.”

NE-4100 Series only uses cookies for “passwordismaission.

Refer to Chapter 5, “Initial IP Address Configuoatj” for IP configuration. The examples used in
this chapter use the Factory Default IP Addresg.(168.127.254).

3. The NE-4100 Series homepage will open. On this pgme can see a brief description of the
Web Console’s eleven function groups.
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If you can’t remember the password, the ONLY wagdaafigure the NE-4100 Series module is to
load factory defaults by using the Reset buttoated near the evaluation boards’ (NE-4100T-ST or
NE-4110-ST) DB9 male Serial port.

Remember to use Windows Administrator to exportdtefiguration file when you have finished the
configuration. After using the Reset button to Iéactory defaults, your configuration can be easily
reloaded into NE-4100 Series by using the Windowmiistrator Import function. Refer to Chapter
7 for more details about using the Export and Imfgrttions.

Basic Settings

Click on theBasic Settingdink on the left side of the screen to openBlasic Settingsscreen.
Make necessary changes to the settings and cliskilomit to validate the modifications.

Server name
Setting Factory Default Necessity

1 to 39 characters NP[model name]_[Serial No.] @l
This option is useful for specifying the locationapplication of different NE-4100 Series boards.

Time

NE-4100 Series has a built-in Real-Time Clock foret calibration functions. Functions such as
Auto warning “Email” or “SNMP Trap” can add reat¥te information to the message.

First time users should select the time zone firse Console will display the “real time” accorditty
the time zone compared to GMT.

If you would like to modify the real time clock,lset “Local Time.” The NE-4100 Series’ firmware
will modify the GMT time according to the Time Zane

Time zone
Setting Factory Default Necessity
User selectable time zone GMT (Greenwich Mean Tim&ptional
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Local time
Setting Factory Default Necessity
User adjustable time. GMT (Greenwich Mean Time) Q!

Click on theModify button to open thslodify time
settingswindow to input the correct local time.

Time server
Setting Factory Default Necessity
IP or Domain address None Optional

(E.g., 192.168.1.1, time.stdtime.gov.tw,| or
time.nist.gov)

NE-4100 Series uses SNTP (RFC-1769) for auto tiatibration.
Input the correct “Time Server” IP address or donaddress. Once NE-4100 Series is configured

with the correct Time Server address, NE-4100 Savi# request time information from the
“Time Server” every 10 minutes.

Console

The “Disable” option for Web Console and Telnet Consolacluded for security reasons. In
some cases, you may want to Disable one or batiesE Console utilities as an extra precaution
to prevent unauthorized users from accessing y&s#4MN)O Series. The factory default for both
Web Console and Telnet Consoléisable.

Setting Factory Default Necessity
Enable or Disable Enable Required

If you disable both the “Web Console” and “Teln@nSole,” you can still use the Serial Console to
configure NE-4100 Series locally, or Windows Admsiraitor to configure NE-4100 Series either
locally or remotely over the network.
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Network Settings

Click on theNetwork Settingslink on the left side of the screen to openietworking
Settingsscreen. Make necessary changes to the settingdiakdn Submit to validate the
modifications.

You must assign a valid IP address to NE-4100 Sééore it will work in your network
environment. Your network system administrator &th@uovide you with an IP address and
related settings for your network. The IP addreastrhe unique within the network (otherwise,
NE-4100 Series will not have a valid connectiothi network). First time users can refer to
Chapter 5]nitial IP address Configurationfor more information.

You can choose from four possible IP Configuratioodes—Static, DHCP, DHCP/BOOTP,
andBOOTP" located under the web console screen’s IP configurarop-down box.

Method Function Definition

Static User definedIP address, Netmask, Gateway.

DHCP DHCP Server assigned IP address, Netmask, Gat®Mg, and Time
Server

DHCP/BOOTR DHCP Server assigned IP address, Netmask, Gat®Msg, and Time
Server, or BOOTP Server assigned IP address

BOOTP BOOTP Server assigned IP address

IP Address
Setting Factory Default Necessity
E.g., 192.168.1.1 192.168.127.254 Required

(IP addresses of the fommx.x.0 and
X.XX.255 are invalid.)
An IP address is a hnumber assigned to a network@ésuch as a computer) as a permanent

address on the network. Computers use the IP altirédentify and talk to each other over the
network. Choose a proper IP address which is uraeugevalid in your network environment.
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Netmask
Setting Factory Default Necessity
E.g., 255.255.255.0 255.255.255.0 Required

A subnet mask represents all the network hosta@geographic location, in one building, or on
the same local area network. When a packet ismgrdver the network, the NE-4100 module
will use the subnet mask to check whether the eeéSiCP/IP host specified in the packet is on a
local network segment. If the address is on theesagtwork segment as the NE-4100 module, a
connection is established directly from the NE-48@0ies module. Otherwise, the connection is
established through the given default gateway.

Gateway
Setting Factory Default Necessity
E.g.,192.168.1.1 None Optional

A gateway is a network gateway that acts as ammecerto another network. Usually, the
computers that control traffic within the network or at the local Inteveietice provider are
gateway nodes. NE-4100 needs to know the IP addfeke default gateway computer in order
to communicate with the hosts outside the localogt environment. For correct gateway IP
address information, consult the network administra

IP configuration

Setting Factory Default Necessity
Static Static Required
DHCP

DHCP/BOOTP

BOOTP

In Dynamic IP environments, the firmware will reBytimes every 30 seconds until network settings
are assigned by the DHCP or BOOTP server. The Titrfeo each try increases from 1 second, to 3
seconds, to 5 seconds.

If the DHCP/BOOTP Server is unavailable, the firmevevill use the default IP address,
192.168.127.254, Netmask, and Gateway for IP ggttin

DNS server 1 / DNS sever 2
Setting Factory Default Necessity
E.g.,192.168.1.1 None Optional

(IP addresses of the fomx.x.0 and
X.XX.255 are invalid.)

When the user wants to visit a particular website,computer asks a Domain Name System
(DNS) server for the website’s correct IP addrass, the computer uses the response to connect
to the web server. DNS is the way that Internet domain naregdentified and translated into IP
addresses. A domain name is an alphanumeric naicte as moxa.com, that it is usually easier to
remember. A DNS server is a host that translates this kind of text-based damaiimto the
numeric IP address used to establish a TCP/IP ctione

In order to use NE-4100's DNS feature, you neesktahe IP address of the DNS server to be
able to access the host with the domain name. NIB-piovidesDNS server 1andDNS server 2
configuration items to configure the IP addresthefDNS server. DNS server 2 is included for
use when DNS sever 1 is unavailable.

NE-4100 plays the role of DNS client. NE-4100 Sefienctions that support domain name are
Time Sever IP Address TCP Client-Destination IP Address Mail Server, SNMP Trap IP
Address, andIP Location Server.
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SNMP Settings

Community nhame

Setting Factory Default Necessity
1 to 39 characters ublic Obtional
(E.g., Support, 886-89191230 #300) | P P

A community name is a plain-text password mechanisai is used to weakly authenticate
gueries to agents of managed network devices.

Contact
Setting Factory Default Necessity
1 to 39 characters i
None Optional
(E.g., Support, 886-89191230 #300)

The SNMP contact information usually includes aresgancy contact name and telephone or

pager number.

Location
Setting Factory Default Necessity
1 to 39 characters )
. None Optional
(E.g., Floor 1, office 2)

Specify the location string for SNMP agents suciNBs4100 Series. This string is usually set to
the street address where the NE-4100 is physitaibted.

IP Address Report

When NE-4100 Series products are used in a dyndh@avironment, users must spend more
time with IP management tasks. For example, NE-4id&s as a server (TCP or UDP), and the
host, which acts as a client, must know the IP address eétkier. If the DHCP server assigns a
new IP address to the server, the host must takeofavhat happens when the IP changes.
NE-4100 Series products help out by periodicalpyoréing their IP address to the IP location
server, in case the dynamic IP has changed. Tlzneders shown below are used to configure
the Auto IP report function. There are two waysléoelop an “Auto IP report Server” to receive

NE-4100's Auto IP report.

1. Use NE-4100 Series Administrator’s IP Address Refmrction.
2. Refer to Appendix C for the “Auto IP report protéicto develop your own software.

Auto report to IP

Setting

Factory Default

Necessity

E.g., 192.168.1.1 or URL

(IP addresses of the fomx.x.0 and
X.XX.255 are invalid.)

None

Optional

Reports generated by the Auto report function bellsent automatically to this IP address.

Auto report to TCP port

Setting Factory Default Necessity

E.g., 4001 4002 Optional
Auto report period

Setting Factory Default Necessity

Time interval (in seconds) 10 Optional
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Serial Settings

Click on theSerial Settingslink on the left side of the screen to displayiadesettings. Make
necessary changes to the settings and clidgubmit to validate the modifications.

Port alias
Setting Factory Default Necessity
1 to 15 characters None Optional

(E.g., PLC-No.1)

Port Alias is specially designed to allow easy td&ation of the serial devices which are

connected to NE-4100 Series’ serial port.

Serial Parameters

Check the serial communication parameters in yeuiaSDevice's user's manual. You should set up
NE-4100’s serial parameters with the same commtioic@arameters used by your serial devices.

ts.

Baud rate
Setting Factory Default Necessity
50 bps to 115.2 Kbps 115.2 Kbps Required
NE-4100 supports a baud rate setting from 50 bd%02 Kbps.
Data bits
Setting Factory Default Necessity
56,7,8 8 Required
When the user sets Data bits to 5 bits, the stigpsbiting will automatically change to 1.5 bi
Stop bits
Setting Factory Default Necessity
1,2 1 Required
Stop bits will be set to 1.5 when Data bits iste€d bits.
Parity
Setting Factory Default Necessity
None, Even, Odd, Space, Mark None Required

6-8



NE-4100 Series User's Manual Web Console Configuration

Flow control
Setting Factory Default Necessity
None, RTS/CTS, DTR/DSR, XON/XOFF RTS/CTS Required
FIFO
Setting Factory Default Necessity
Enable, Disable Enable Required

NE-4100's serial ports provide a 16-byte FIFO hiatthe Tx and Rx directions. Disable the FIFO
setting when your serial device does not have ®Rtprevent data loss during communication.

Operating Settings

Click onthe Operating Settingslink on the left side of the screen to display apiag settings.
Make necessary changes to the settings and treénociSubmit to validate the modifications.

TCP Server Mode

TCP alive check time
Setting Factory Default Necessity
0 to 99 min 7 min Optional

0 min: TCP connection is not closed due to anTdl® connection.
1 to 99 min: NE-4100 automatically closes the TCRneetion if there is no TCP activity for the
given time. After the connection is closed, NE-4384rts listening for another host’'s TCP

connection.

Inactivity time
Setting Factory Default Necessity
0 to 65535 ms 0ms Optional

0 ms: TCP connection is not closed due to an elelsline.

0-65535 ms: NE-4100 automatically closes the TQiheotion if there is no serial data activity
for the given time. After the connection is closHiE-4100 starts listening for another host's TCP
connection.

This parameter defines the maintenance statusosebr Listen on the TCP connection. The
connection is closed if there is no incoming ogoirg data through the serial port during the
specific Inactivity time.

If the value of inactivity time is set to 0, ther@nt TCP connection is maintained until there is a
connection close request. Although inactivity timelisabled, the NE-4100 will check the
connection status between the NE-4100 and remateblyasending “keep alive” packets
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periodically. If the remote host does not respanthé packet, it assumes that the connection was
closed down unintentionally. NE-4100 will then ferithe existing TCP connection to close.

The Inactivity time should at least be set lardpantthat of Force Transmit timeout. To prevent the
unintended loss of data due a session getting miemted, it is highly recommended that this vatue i
set large enough so that the intended data traissfempleted.

Max connection
Setting Factory Default Necessity

1,2,3,4 1 Required

Max connectionis usually used when the user needs to receiwefaan different hosts
simultaneously. The factory default only allowsahgection at a time.

Max. connection 1
NE-4100 series only allows 1 host to open the T@f#hection to the specific serial port.

Max connection 2 to 4

Allows requests from between 2 and 4 host's TCReotion to open the specific NE-4100 series
serial port, at the same time. When multiple hestablish a TCP connection to the specific serial
port at the same time, NE-4100 will duplicate thaal data and transmit to all of the hosts.
Ethernet data is sent on a first-in-first-out basithe serial port when data comes into NE-4100
from the Ethernet interface.

Delimiter 1
Setting Factory Default Necessity
00 to FF “0” for None Optional
Delimiter 2
Setting Factory Default Necessity
00 to FF “0” for None Optional

Once the NE-4100 receives both delimiters throtigkerial port, it immediately packs all data
currently in its buffer and sends it out the NE-@B@ries’ Ethernet port.

Delimiter 2 is optional. If left blank, then Delitar 1 alone trips clearing of the buffer. If theesbf
the serial data received is greater than 1K, thetl8D will automatically pack the data and serd it
the Ethernet. However, to use the delimiter fungtimou must at least enable Delimiter 1. If Delanit
1 is left blank and Delimiter 2 is enabled, theiméker function will not work properly.

Force transmit
Setting Factory Default Necessity
0 to 65535 ms 0ms Optional
0: Disable the force transmit timeout.

1 to 65535: Forces the NE-4100’s TCP/IP protocéilnsare to try to pack serial data received
during the specified time into the same data frame.

This parameter defines the time interval duringoRHWE-4100 fetches the serial data from its
internal buffer. If data is being received throulga serial port, the NE-4100 stores the data in its
internal buffer. NE-4100 transmits data storechim buffer via TCP/IP, but only if the internal
buffer is full or if the force transmit time intealreaches the time specified as Force Transmit
timeout.

Optimal force transmit timeout differs accordingytiur application, but it must be at least as
large as one character interval within the spettifiaud rate. For example, assume that the serial
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port is set to 1200 bps, 8 data bits, 1 stop hi, rzo for parity. In this case, the total number of
bits required to send a character is 10 bits aadithe required to transfer one character is

(110 bits / 1200 bits/s ) * 1000 = 8.3 ms.

Therefore, you should set Force Transmit timeolnetdarger than 8.3 ms. Force Transmit
timeout is specified in milliseconds and must lrgéa than 10 ms.

If the user wants to send a series of characters in a packet, the serial device atthehed
NE-4100 should send characters without time deleyelr than the Force Transmit timeout
between characters, and the total length of dat&t beismaller than or equal to the NE-4100
module’s internal buffer size. NE-4100's serial coumication buffer size is 1 Kbyte per port.
Local TCP port
Setting Factory Default Necessity
1to 65535 4001 Required

The TCP port that NE-4100 uses to listen to conioesf and that other devices must use to
contact NE-4100. To avoid conflicts with well knoWW&P ports, the default is set to 4001.

Command port
Setting Factory Default Necessity

1to 65535 966 Optional

The command port is a listen TCP port for IP-Sdrialcommands from the host. In order to
prevent a TCP port conflict with other applicatiptie user can adjust the command port to
another port if needed. The IP-Serial Lib will emttically check out the Command Port on
NE-4100 so that the user does not need to confitpererogram.

Real COM Mode

TCP alive check time
Setting Factory Default Necessity
0 to 99 min 7 min Optional
0 min: TCP connection is not closed due to anTdl& connection.
1 to 99 min: NE-4100 automatically closes the TCRneetion if there is no TCP activity for the

given time. After the connection is closed, NE-454rts listening for another Real COM
driver’'s connection from another host.

Max Connection
Setting Factory Default Necessity

1,2,3,4 1 Required

Max connectionis usually used when the user needs to receiefdah different hosts
simultaneously. The factory default only allowschrection at a same. When Max Connection is
set to 1, the Real COM driver on the specific hast full control.
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Max. connection 1:
Allows only 1 host’s Real COM driver to open thesiic NE-4100 serial port.

Max connection 2 to 4:

Allows 2 to 4 host's Real COM drivers to open the spedific4100 serial port, at the same time.
When multiple hosts’ Real COM drivers open thealgrort at the same time, the COM driver
only provides a pure data tunnel without contralitgb

Application software that is based on the COM drivél receive a driver response of “success”
when the software uses any of the Win32 API fumgtid'he firmware will only send the data
back to the driver on the host.

Data will be sent first-in-first-out when data cargto the NE-4100 from the Ethernet interface.

When Max Connection is not 1, it also means that4B0 will be in “multi connection application.”
In the “multi connection application,” when onetaf to four hosts closes the COM port, NE-4100
will suspend receiving or sending serial data until the host successfulbg thesCOM port.

In multi connection applications, NE-4100 will use serial communication parameters set in the
console. If the host opens the COM with parametifsrent from NE-4100's console setting, data
communication may not work properly.

Delimiter 1
Setting Factory Default Necessity
00 to FF “0” for None Optional
Delimiter 2
Setting Factory Default Necessity
00 to FF “0” for None Optional

Once the NE-4100 receives both delimiters throtgkerial port, it immediately packs all data
currently in its buffer and sends it out the NE-@$(Ethernet port.

Delimiter 2 is optional. If left blank, then Deliter 1 alone trips clearing of the buffer. If theesbf

the serial data received is greater than 1K, the/lN8D will automatically pack the data and send it
the Ethernet. However, to use the delimiter fungtisou must at least enable Delimiter 1. If Delimite
1 is left blank and Delimiter 2 is enabled, theiméker function will not work properly.

Force Transmit
Setting Factory Default Necessity
0 to 65535 ms 0ms Optional
0: Disable the force transmit timeout.

1 to 65535: Forces the NE-4100’s TCP/IP protocéilnsare to try to pack serial data received
during the specified time into the same data frame.

This parameter defines the time interval duringahiNE-4100 fetches the serial data from its
internal buffer. If data is incoming through theiakport, NE-4100 stores the data in the internal
buffer. NE-4100 transmits data stored in the buffarTCP/IP, but only if the internal buffer is
full or if the force transmit time interval reachtbg time specified under Force Transmit timeout.

Optimal force transmit timeout differs accordingytour application, but it must be at least larger
than one character interval within the specifieddbeate. For example, assume that the serial port
is set to 1200 bps, 8 data bits, 1 stop bit, angarity. In this case, the total number of bits
needed to send a character is 10 bits, and theréimered to transfer one character is

(10 bits / 1200 bits/s ) * 1000 = 8.3 ms.

Therefore, you should set Force Transmit timeounetéarger than 8.3 ms. Force Transmit
timeout is specified in milliseconds and must brgéa than 10 ms.
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If the user wants to send the series of charatterpacket, the serial device attached to the
NE-4100 should send characters without time deleyelr than Force Transmit timeout between
characters and the total length of data must bdlesntlhan or equal to NE-4100's internal buffer
size. The serial communication buffer size of NE-4100 series is 1 Kbyte per port.

TCP Client Mode

TCP alive check time
Setting Factory Default Necessity

0 to 99 min 7 min Optional
0 min: TCP connection is not closed due to anTdl& connection.

1 to 99 min: NE-4100 automatically closes the TCRneation if there is no TCP activity for the

given time.

Inactivity time
Setting Factory Default Necessity
0 to 65535 ms 0 ms Optional

0 ms: TCP connection is not closed due to an elimlsline.

0-65535 ms: NE-4100 automatically closes the TQ#heotion, if there is no serial data activity
for the given time.

This parameter defines the maintenance statusesebr Listen on the TCP connection. The
connection is closed if there is no incoming olgoirg data through the serial port during the
specific Inactivity time.

If the value of inactivity time is set to 0, ther@nt TCP connection is maintained until a
connection close request is received. Althoughrthetivity time is disabled, the NE-4100 will
check the connection status between the NE-4100 and remote host by sending Vk&ep ali
packets periodically. If the remote host does aepond to the packets, it treats the connection as
being down unintentionally. NE-4100 will then foridee existing TCP connection to close.

The Inactivity time should at least be set lardpantthat of the Force Transmit timeout. To previeat
unintended loss of data due to the session besupulinected, it is highly recommended that thisevalu
is set large enough so that the intended dataféraisscompleted.
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Inactivity time is ONLY active when “TCP connection” is set to “Any character.”

Delimiter 1
Setting Factory Default Necessity
00 to FF “0” for None Optional
Delimiter 2
Setting Factory Default Necessity
00 to FF “0” for None Optional

Once the NE-4100 receives both delimiters throtgkearial port, it immediately packs all data
currently in its buffer and sends it out the NE-@&(Ethernet port.

Delimiter 2 is optional. If left blank, then Deliter 1 alone trips clearing of the buffer. If theesbf
the serial data received is greater than 1K, the4lN®D will automatically pack the data and serd it
the Ethernet. However, to use the delimiter fungtimou must at least enable Delimiter 1. If Delanit
1 is left blank and Delimiter 2 is enabled, theiméker function will not work properly.

Force transmit
Setting Factory Default Necessity

0 to 65535 ms 0 ms Optional
0: Disable the force transmit timeout.

1 to 65535: Forces the NE-4100’s TCP/IP protoctilnsare to try to pack serial data received
during the specified time into the same data frame.

This parameter defines the interval during which-MBO fetches the serial data from its internal
buffer. If there is incoming data through the depi@t, NE-4100 stores data in the internal buffer.
NE-4100 transmits data stored in the buffer via TEFbut only if the internal buffer is full or if
the force transmit time interval reaches the tipectfied as Force Transmit timeout.

Optimal force transmit timeout differs accordingytour application, but it must be at least as
large as one character interval within the spettifiaud rate. For example, assume that the serial
port is set to 1200 bps, 8 data bits, 1 stop hi, rzo for parity. In this case, the total number of
bits required to send a character is 10 bits, badiine required to transfer one character is

(110 bits / 1200 bits/s ) * 1000 = 8.3 ms.

Therefore, you should set Force Transmit timeolnetdarger than 8.3 ms. Force Transmit
timeout is specified in milliseconds and must bgda than 10 ms.

If the user wants to send a series of characters in a packet, the serial device attdEhéti00
should send characters without time delay largam orce Transmit timeout between characters
and the total length of data must be smaller thaggoal to NE-4100's internal buffer size. The
serial communication buffer size of NE-4100 is lykbper port.

Destination IP address 1/2/3/4
Setting Factory Default Necessity

IP address or domain name
(e.g., 192.168.1.1)

Allows NE-4100 to connect actively to the remotsthwhose address is set by this parameter.

None Required

Up to 4 connections can be established between0B-4nd hosts. The connection speed or
throughput may be low if one of the four connecti@slow. In this case, the other 3 connectiotis wi
be delayed while waiting for the slowest connection to finish transmitting avirege
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The “Destination IP address” parameter can use Ifotddress and Domain address. For some
applications, the user may need to send the dtteelydo the remote destination domain address.

TCP connection on
Setting Factory Default Necessity

Start up, Start up Optional

Any Character
Start up: Attempts to establish a TCP connectiosoas as the NE-4100 Series is powered on.

Any Character: Attempts to establish a TCP conoadis soon as the NE-4100 Series starts
receiving serial data.

UDP Mode
Delimiter 1
Setting Factory Default Necessity
00 to FF “0” for None Optional
Delimiter 2
Setting Factory Default Necessity
00 to FF “0” for None Optional

Once the NE-4100 receives both delimiters throbghserial port, it immediately packs all data
currently in its buffer and sends it to the NE-45Bthernet port.

Note: Delimiter 2 is optional. If left blank, théelimiter 1 alone trips clearing of the buffer.

Delimiter 2 is optional. If left blank, then Deliter 1 alone trips clearing of the buffer. If theesbf

the serial data received is greater than 1K, thetdN8D will automatically pack the data and send it
the Ethernet. However, to use the delimiter fungtisou must at least enable Delimiter 1. If Delimite
1 is left blank and Delimiter 2 is enabled, theimékr function will not work properly.
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Force Transmit
Setting Factory Default Necessity
0 to 65535 ms 0ms Optional
0: Disable the force transmit timeout.

1 to 65535: Forces the NE-4100’s TCP/IP protoctéilnsare to try to pack serial data received
during the specified time into the same data frame.

This parameter defines the interval during which-MBO0 fetches the serial data from its internal
buffer. If there is incoming data through the depi@t, NE-4100 stores the data in the internal
buffer. NE-4100 transmits data stored in the buffarTCP/IP, but only if the internal buffer is
full or if the force transmit time interval reachtbe time specified as Force Transmit timeout.

Optimal force transmit timeout differs accordingytour application, but it must be at least as
large as one character interval within the spettifiaud rate. For example, assume that the serial
port is set to 1200 bps, 8 data bits, 1 stop hi, o for parity. In this case, the total number of
bits required to send a character is 10 bits aadithe required to transfer one character is

(110 bits / 1200 bits/s ) * 1000 = 8.3 ms.

Therefore, you should set the Force Transmit tirhémbe larger than 8.3 ms. Force Transmit
timeout is specified in milliseconds and must lrgéa than 10 ms.

If the user wants to send a series of characters in a packet, the serial device attdEh4i00
should send characters without time delay largam orce Transmit timeout between characters
and the total length of data must be smaller thaggoal to NE-4100's internal buffer size. The
serial communication buffer size of NE-4100 is lykbper port.

Destination IP address 1/2/3/4

Setting Factory Default Necessity
IP address range None Required
E.g., Begin: 192.168.1.1

End: 192.168.1.10

Local Listen port
Setting Factory Default Necessity
1 to 65535 4001 Required

The UDP port that NE-4100 listens to, and thatrafleeices must use to contact NE-4100. To avoid
conflicts with well known UDP ports, the defaultsist to 4001.
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Accessible IP Settings

Click on theAccessible IP Settingdink on the left side of the screen to displayaesettings.
Make necessary changes to the settings and cli§ubmit to validate the modifications.

NE-4100 has an IP address based filtering methodrtrol access to the NE-4100.

Accessible IP Settings allows you to add or renfhegal” remote host IP addresses to prevent
unauthorized access. Access to NE-4100 is contrbjelP address. That is, if a host’s IP address
is in the accessible IP table, then the host wilabowed access to the NE-4100. You can allow
one of the following cases by setting the parameter

# Only one host with a specific IP address can accetsee NE-4100
Enter “IP address/255.255.255.255" (e.g., “192.1A8255.255.255.255").

# Hosts on a given subnet can access the NE-4100
Enter “IP address/255.255.255.0” (e.g., “192.1682K5.255.255.0").

# Any host can access the NE-4100
Disable this function. Refer to the following talite more details about the configuration

example.
Allowable Hosts Input format
Any host Disable
192.168.1.120 192.168.1.120 / 255.255.255.255
192.168.1.1 t0 192.168.1.254 192.168.1.0 / 2552550
192.168.0.1 t0 192.168.255.254 192.168.0.0 / 256028
192.168.1.1 10 192.168.1.126 192.168.1.0 / 2552555128
192.168.1.129 to 192.168.1.254 192.168.1.128 /2556255.128
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Auto Warning Settings

Click on theAuto Warning Settings link on the left side of the screen to displayiadesettings.
Make necessary changes to the settings and cli§ubmit to validate the modifications.

E-mail and SNMP Trap

Mail server
Mail server
Setting Factory Default Necessity
IP or Domain Name None Optional
User name
Setting Factory Default Necessity
1 to 15 characters None Optional
Password
Setting Factory Default Necessity
1to 15 characters None Optional
From E-mail address
Setting Factory Default Necessity
NE_[Serial No.]@[NE4100 .
1 to 63 characters Series Module Name] Optional
E-mail address 1/2/3/4
Setting Factory Default Necessity
1 to 63 characters None Optional

Consult your Network Administrator or ISP for theper mail server settings. The Auto warning
function may not work properly if not set up prdgeNE-4100 Series SMTP AUTH supports
LOGIN, PLAIN, CRAM-MD5 (RFC 2554).

SNMP trap server

SNMP trap server IP or domain name
Setting Factory Default Necessity

IP or Domain Name None Optional
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Event Type

Cold start

This refers to starting the system from power ofinfrast this with warm start). When performing
a cold start, NE-4100 will automatically issue am@warning message by e-mail, or send an
SNMP trap after rebooting.

Warm start

This refers to restarting the computer without itngrthe power off. It's the opposite of cold start.
When performing a warm start, NE-4100 will autorcally send an e-mail, or send an SNMP
trap after rebooting.

Authentication failure
The user inputs a wrong password from the Congofa@ministrator. When authentication
failure occurs, NE-4100 will immediately send amail or send an SNMP trap.

IP address changed

The user has changed NE-4100's IP address. WhdP tiddress changes, NE-4100 will send an
e-mail with the new IP address before NE-4100 reddbthe NE-4100 fails to send mail to the
mail server after 15 seconds, NE-4100 will reboally and abort the mail auto warning.

Password changed

The user has changed NE-4100's password. Wheressvoerd changes, NE-4100 will send an
e-mail with the password change notice before N&B4&boots. If the NE-4100 fails to send mail
to the mail server after 15 seconds, NE-4100 whloot directly and abort the mail auto warning.

DCD changed

The DCD (Data Carrier Detect) signal has changed, also indicating that the modhatticon
status has changed. For example, a DCD changghialgo means “Connected” between local
modem and remote modem. If the DCD signal charmé&sat, it also means that the connection
line is down.

When the DCD changes, NE-4100 will immediately senak-mail or send an SNMP trap.

DSR changed

The DSR (Data Set Ready) signal has changed, also inditagintpe data communication
equipment’s power is off. For example, a DSR chandagh also means that the DCE is
powered ON. If the DSR signal changes to low,9baheans that the DCE is powered off.

When the DSR changes, NE-4100 will immediately semé-mail or send an SNMP trap.

Malil
Setting Factory Default Necessity
Enable, Disable Disable Optional

This feature helps the administrator manage thellN#3. NE-4100 sends mail to pre-defined
mail boxes when the enabled events—such as Calgl\tarm start, Authentication failure,
etc.—occur. To configure this feature, click on gwent type box.
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Trap
Setting Factory Default Necessity
Enable, Disable Disable Optional

This feature helps the administrator manage thellN@. NE-4100 sends SNMP Trap to a
pre-defined SNMP Trap server when the enabled swesiich as Cold start, Warm start,
Authentication failure, etc.—occur. To configuréstfeature, you need to click on the event type
box.

DCD changedandDSR changedevents are only supported by those models tha tiese two
signals.

Digital IO

Click on theDigital 10 link on the left side of the screen to openEH® Settings window.
There are 2 options for selecting DIO mod&sandOUT. When you set the mode ifd, you
will not be able to set th8tatustoH or L. You can only monitor the DIOs’ status. But wheuy
set the mode tOUT, you can configure th8tatusto H or L. Make necessary changes to the
settings and click osubmit to validate the modifications.

Refer to Chapter 8 for information about &/ Reset Function

DIO Monitor

You can monitor the DIO status from the web pagswshbelow. To do so, click on tHh&lO
Monitor link on the left side of the screen to openEi® Monitor window.
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Change Password

Click on theChange Passwordink on the left side of the screen to display @enge
Passwordwindow. Make necessary changes to the settingslaskdon Submit to validate the

modifications.

Input the “Old password” and “New password” to aparmhe password. Leave the password
boxes blank to erase the password. In this casé\[E14100 will not have password protection.

If you forget the password, the ONLY way to configINE-4100 is by using the Reset button on the
NE-4100 Series’ evaluation boards to “Load Facidefaults.”

Remember to export the configuration file using Wiws Administrator when you finish the
configuration. By using the Import function of Wimats Administrator, your configuration can be
re-loaded into NE-4100 after using “Load Factorydddt.” Refer to Chapter 7 for more details about

the Export and Import function.

Load Factory Defaults

To load the factory default settings, click on twad Factory Default link on the left side of the
screen and then click @ubmit to restore the factory default settings. Note byatloing so the
modifications you made before will be lost.

Save/Restart

Click on theSave/Restartlink on the left side of the screen if you woukklto restart the
configuration. After all changes have been madeagudied, click orSubmit to exit the system.
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